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Abstract
Walz Group is a leading provider of crit-
ical communications and compliance 
solutions to some of the largest and 
most highly regulated financial institu-
tions, government agencies, law firms, 
healthcare providers, insurance firms, 
and auto finance companies in the 
United States. More than 2,500 com-
panies, including 34 of the FORTUNE 
100, use Walz solutions to manage their 
critical documents. 

Walz’s innovative business model and 
world-class solutions have been rec-
ognized by several leading publications 
and organizations, and their patented 
technology has enabled over 300 mil-
lion critical communication transactions 
over the last 20 years.  

After experiencing 800% growth in just 
three years, Walz Group was finding it 
extremely difficult to manage, sustain, 
and support its decentralized and com-
plex IT infrastructure. Disparate network 
protocols and a plethora of storage and 
system management tools combined 
with a rash of disk and hardware fail-
ures had the IT team spending most of 
their time in the data centers dealing 
with support, RMA, and performance 
issues. A lack of IT innovation could 

have put the company at a competitive 
disadvantage. Double or triple the IT 
infrastructure staff was necessary and 
essentially IT was impeding the com-
pany’s business growth. 

To address the problem, Walz rein-
vented its IT infrastructure by adopting 
a private cloud computing model built 
with NetApp® FlexPod® for VMware®. 
Walz leveraged the FlexPod platform 
and completed a nondisruptive migra-
tion of production apps to it, increasing 
Walz’s overall capacity, performance, 
and security, which supported and 
enabled tremendous company growth.  

In 2010, the United States Postal Ser-
vice gave Walz a Business Achievement 
award for accounting for almost 10% 
of the nation’s USPS® Certified Mail™ 
transactions.  The following informa-
tion, written by Bart Falzarano, chief 
information security officer at Walz 
Group, describes how the company 
accomplished this while reducing ongo-
ing operational expenses and staffing 
needs and creating additional revenue 
from a new IaaS offering.

Business Context
Prior to 2009, before implementing 
FlexPod, our company was experienc-

ing a large amount of what I call “tech-
nology debt,” which is a term I have 
used to refer to the amount of effort 
and cost it takes to operate, support, 
secure, and maintain and/or scale out 
the technology footprint of a company. 
Our data centers and data rooms con-
tained servers, storage and network 
switches, routers and firewalls, and 
each device had its own decentralized 
configuration and administrative man-
agement tool. A larger IT team, consist-
ing of system, network, and storage 
engineers and administrators, was 
therefore required to maintain, operate, 
secure, and support the data centers 
and data rooms.  

The server infrastructure consisted of 
blade and rack mount servers; the stor-
age consisted of several NAS modular 
storage arrays. However, the NAS stor-
age arrays had no snapshot capabilities 
and each NAS storage array had to be 
managed independently. Additionally, 
some of our applications could not be 
virtualized because of performance 
degradation from either memory-bound 
or CPU-bound problems in the servers. 
For other applications, we could only 
reach a density of four virtual machines 
to one hypervisor (a 4:1 ratio of virtual 
machines to hypervisor). Finally, we  
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had some very large 5U systems and 
these larger servers were running a 
high-availability 2-node enterprise  
database cluster.  

During one weekend, one of the data-
base nodes degraded when a server 
hardware failure occurred, and this 
large database server was only three 
months old. We had 4-hour support on 
the server, but we had to go through 
an extensive troubleshooting exercise 
with the manufacturer as part of its sup-
port procedure. It took over 12 hours to 
receive the replacement system board 
and return the database node to normal 
operations. (Recovery time from a server 
hardware failure: more than 12 hours.) 

With separate Web servers, applica-
tion servers, and database servers, 
each with its own unique service packs, 
storage was difficult to scale, manage, 
replicate, and back up. We were easily 
spending 60% of our time fixing prob-
lems—including a spate of hardware 
and storage failures on brand-new 
equipment—and making sure replica-
tion processes were working correctly 
and not impacting application perfor-
mance. IT was still meeting SLAs, but 
keeping critical processes and appli-
cations available required significant 
remedial activity behind the scenes.  

Because existing resources were so 
consumed in support activities, we had 
to increase our IT staff size to support 

BCP/DR and to have cycles available 
for scaling out and engineering new sys-
tems, products, and services. This large 
amount of technology debt in the IT divi-
sion was essentially counterproductive 
and impeded our business growth. In 
our line of business, efficiency is as criti-
cal to competitiveness as innovation.  

In early 2009 we began to evaluate 
new data center technologies and per-
formed a due diligence comparison of 
each of the manufacturer‘s technology 
offerings. After our review and assess-
ment we selected the FlexPod platform 
consisting of NetApp, Cisco®, and 
VMware storage, systems, network, 
and virtualization technologies.  

Walz has been using FlexPod in pro-
duction for over three years now, and 
we have seen multipliers of efficiency 
improvements across several key data 
center performance metrics.

Applications
Increased efficiency and productivity
FlexPod delivers additional efficiencies 
and consistent management, including 
higher virtualization efficiencies, effec-
tive centralized data center manage-
ment, useful IT service consumption 
reports (that is, showback and charge-
back reports), and advanced network 
virtualization and security. We can bet-
ter manage and maintain data center 
updates, firmware upgrades, scalability 
and expandability of storage, systems, 

and networks and have performed 
these and other maintenance tasks 
without requiring planned downtime. 

For any application running on FlexPod, 
we have a template consisting of either 
a services profile template and/or a 
vmdk, OVA, or OVF. These templates 
can be used to quickly—in seconds or 
minutes—reprovision an application 
in case of a hypervisor failure, server 
hardware failure, fabric compute node 
region failure, or other failure. We estab-
lish environment catalogs that contain 
these application templates within 
each environment (for example, dev/
test, QA, STG, and PROD). We also use 
FlexPod very effectively to establish 
fault domains for our environments and 
applications, which provides high avail-
ability and business continuity planning 
and disaster recovery capabilities for 
our applications and business services.

Productivity gains have been impres-
sive with FlexPod because the con-
verged infrastructure can be centrally 
and effectively managed using three 
elemental tools: NetApp Data ONTAP®, 
Cisco UCS™ Manager, and VMware 
vCenter™. We were able to reduce the 
number of racks we used because of 
the higher virtualization efficiency fea-
tures in the FlexPod solution. The ratio 
of virtual machines to a single hypervi-
sor has increased from 4:1 to 15:1, in 
some cases, 40:1, reducing required 
rack space by more than 50%.  

PAST TECHNOLOGY— 
SERVERS AND NAS STORAGE

CISCO UCS/ 
NETAPP FLEXPOD CI RUNNING VMWARE

Port density 8:1 2 nic ports per server .25 fi ports per server FI/FEX

VM: Host ratio 4:1 >15:1

Rack reduction N/A >50%

System management efficiency 1 IT ENG per 15 sys 1 IT ENG per 50 sys*

System MTBF We experienced an average of 1-2 failures every 30 days <1 failure per year

Workload mobility for  
virtual applications—VMware 
vMotion over LAN times

When moving an application from one physical sys-
tem to another we would schedule a planned outage

Switching times are less lan ≤400ms. Because of 
this fast switching time RDP sessions and our pro-
duction applications continue to operate normally

Workload mobility for  
bare metal applications

We had 4 hour support on all our systems. However, 
we were required by manufacturer to troubleshoot 
with them so the time to receive parts and receive 
total resolution typlically took >12 hours

Simply un-associate and re-associate the  
Service Profile Template with takes <10 minutes

Compute and  
storage expansion

A planned outage was required when expanding 
compute and storage

We have expanded compute and storage  
without requiring planned outages

Fig 1: Data center performance and benchmarking of key metrics * 3 elemental tools per use



For the past three years in production, 
FlexPod technology has been extremely 
reliable and stable, and data center 
management processes have been 
repeatable and dependable. Fewer 
full-time IT professionals have therefore 
been required to troubleshoot hardware 
and maintain, support and effectively 
manage the data centers.  This has 
allowed us to form a Technology Oper-
ations Support team that focuses on 
application behavior, support, and per-
formance. In other words, we were able 
to shift our IT resources to focus on our 
business applications and services.  

Accelerated recovery time
With FlexPod technology, recovery time 
for the system failure scenario outlined 
at the beginning of this case study now 
takes only 4 minutes instead of more 
than 12 hours. Simply by leveraging the 
service profile templates that FlexPod 
offers we are able to quickly switch any 
application, including virtual applica-
tions, the hypervisor itself, or other non-
virtual/bare-metal applications, between 
different fabric compute regions.  

Improved security
Walz Group has made significant 
improvements to the security of physi-
cal and virtual resources and applica-
tions with the FlexPod implementation. 
For example, the FlexPod framework 
has secure multi-tenancy capabilities 
and we leverage these capabilities to 

provision advanced network properties 
for applications. We can also segregate 
lower-tier environments, for example, 
dev, test, and QA, from one another.     

Walz deals with 34 of the FORTUNE 
100’s largest mortgage and financial 
firms, which are highly regulated by 
the federal government. Their compli-
ance, global resiliency, information 
security, and data privacy requirements 
are extended directly to Walz and 
we’ve been able to leverage FlexPod’s 
advanced security capabilities to con-
fidently meet these and new emerging 
security and/or legislative requirements. 
Walz’s Information Security certifica-
tions and AICPA Risk assessments and 
audits include Verizon/Terremark Cyber-
Trust certification, GLBA data privacy 
provisions, and SSAE16 SOC3-level 
SysTrust/WebTrust audit and assurance 
services, also known as Trust Services.  

Next Steps
With FlexPod’s innovative design and 
advanced workload mobility capa-
bilities, Walz has been able to achieve 
much lower application and business 
services recovery times because we 
can quickly switch applications and 
businesses services across our differ-
ent geographically located data cen-
ters. NetApp SnapMirror® technology 
provides us with highly effective and 
reliable data replication capabilities 
across these data centers. We’ve com-

pleted business continuity and disaster 
recovery planning and global resiliency 
testing for some of our key applica-
tions and business services, and in the 
near future Walz will move toward a 
more active-active IT model in which 
resources can be used even more 
effectively by leveraging NetApp Flex-
Pod’s IT-as-a-service capabilities.  

Our end goal is to provide enhanced 
security and high availability for our 
existing, new, and emerging corporate 
applications and business services. 
NetApp FlexPod private cloud technol-
ogy delivers on those goals and has 
been the network appliance we’ve 
come to depend and rely on for sup-
porting our production operations, 
applications, and business services for 
over three years.

For More Information
Read the business brief: 
http://www.netapp.com/us/company/
our-story/customer-showcase/walz-
group-showcase.html

Learn more about Walz Group:  
www.walzgroup.com

Read more about FlexPod:  
www.netapp.com/flexpod

Find out how NetApp can help you 
build a private cloud or buy cloud  
services: www.netapp.com/cloud

“The FlexPod on VMware solution gives 
us a robust technology stack to create 
innovative products and the extensibility 
to support growth and opportunity, 
helping us deliver ahead of the 
competition.”
Bart Falzarano
Chief Information Security Officer, Walz Group
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Follow us on:

SOLUTION COMPONENTS

FlexPod Components
NetApp HA FAS3140 storage 
system with three shelves

Cisco Unified Computing System™ 
with Cisco UCS B200 M2 blade 
servers and Cisco UCS 6120 fabric 
interconnects

Cisco Nexus® 5000 switch

Cisco Nexus 2000 fabric extender

Cisco Nexus 1000V virtual switch

Virtualization Components
VMware vSphere® 4.1

VMware vCenter

VMware View™ 4.X

NetApp Software
NetApp Data ONTAP software

NetApp FlexClone® software

NetApp Snapshot™ technology

NetApp Software (con’t)
NetApp SnapMirror technology

NetApp SnapManager® technology  
for Virtual Infrastructure

NetApp FlexVol® technology

NetApp thin provisioning

NetApp Virtual Storage Console 
software

NetApp MultiStore® technology

NetApp deduplication and 
SnapRestore® technologies

NetApp FilerView®  
management software

NetApp RAID-DP® technology

NetApp DataFabric® Manager

NetApp Flash Cache

Protocols: NFS, CIFS
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